Abstract. This paper presents a cooperative architecture for M2M system security to enable M2M nodes to interface with intelligent devices sensing realworld conditions and control physical devices. We also present performance results of our cooperative architecture that shows that our security scheme is capable of reliably handling concurrent events generated by different types of M2M devices to achieve a high degree of security.
Introduction
The emergence of cloud computing provided the ease of use, on-demand self-service, location independent resource pooling, dynamic provisioning capabilities, scalability, performance, reliability, virtualization, and pay per use services. Cloud computing applications led to the reduction of the costs associated with the management of hardware and software resources in the network. With the recent convergence of Internet and wireless communications for cloud computing, machine (M2M) technology has become the focus of machine-based communications. M2M communications involves the automated transfer of information and commands between two machines without human intervention at either end of the system [1] . M2M involves low-cost, scalable and reliable inter-machine interaction via wireless communication standards like GSM, GPRS, WLAN, Bluetooth, and Zigbee technology [2] . With M2M technology still at its early stage, wireless service is one of the many important links in a machine to machine deployment chain.
In this paper, we present a security mechanism for M2M technologies with cloud computing to address security issues. Our goal is to devise new cooperation schemes that allow network nodes to be notified of possible attacks before being targeted by them, thus enabling the deployment of preventive defenses. Specifically, we define a cooperative architecture for service delivery, data acquisition, and transmission of data in cloud computing. The secure service delivery aids in providing massive amounts of M2M information exchange through cloud computing environment.
Cooperative Architecture
M2M systems consist of wireless sensor networks connected to the outside world through the Internet. Devices are equipped with heterogeneous wireless sensors that can monitor behavior, conditions and can interface with virtually any type of mechanical, electrical or electronic system for an unlimited number of specific applications, which include access control and security, vehicle tracking systems, home automation systems, automotive systems, robotics, and medical systems. A wireless sensor network is composed of the sensors and their local interconnections, the gateway to the external world, a transport network and a service platform that handles the data and supports applications and users [3] . M2M technology is primarily a combination of various technologies such as wireless sensors, Internet, personal computers, and software technologies. In M2M, a field node or a group of field nodes gather data and send it wirelessly through a network where it is routed, often over the Internet, to a server or cloud of servers.
Due to M2M systems' limitation in terms of security, a cooperative mechanism enables deployment of preventive defenses. A cooperative architecture [4] is characterized by a hierarchical topology. Its main innovation is the ability to gather alerts and malware specimens from a wide network space, thus allowing for early detection of emerging threats. Moreover, all the networks involved in the cooperative intrusion detection effort can be alerted about new threats as soon as they are detected. In M2M systems, a cooperative sensor is defined as a component that relays the generated alerts to cooperative intrusion detection architecture. We define a cooperative network as a network in which at least a cooperative sensor is deployed. Theoretically, any machine connected to the Internet has the same chance of being targeted by a worm, however the presence of firewalls has the effect of slowing the infection because some protocols are blocked for inbound connections. With the aid of IDS sensors and honeypots throughout a large number of heterogeneous and geographically distributed networks, administrators can thoroughly monitor both malware spread and attack trends. A typical cooperative M2M technology for cloud computing which comprises the following basic components is shown in Figure 1 . M2M allows a wide variety of machines to become nodes of personal wireless networks, global Internet which provides to develop monitoring and remote control applications. This will decrease costs for involved human resources and will make machines more intelligent and autonomous. Wireless M2M technology brings in new direction the state of development of the systems for data acquisition and control. The systems are not only passive data collecting modules which delivers sensed data to some central machine for analysis and data processing in some proprietary network, something more systems getting more and more autonomous in decision making for control and in machine to machine coordination. The need to manage diverse M2M facilities motivates several requirements such as maintenance, inventory management, access control, location tracking, and remote monitoring for which an M2M solution would be useful.
M2M system for data acquisition and control belongs to the class of distributed, heterogeneous, network systems for data collecting, data processing and process control. It provides following features for remote data monitoring and control of subsystems, communication and control interfaces to industrial microcontrollers integrated into machine network system, building data acquisition tracking systems, cooperative task processing and evaluations between subsystems, building of heterogeneous networks based on wireless and wired communication technologies, and service of different type of embedded devices using wireless and wired interfaces.
Conclusion
The suggested system architecture gives possibilities for building more intelligent and autonomous wireless M2M system. It resolves the security issues in communication and control problems between different in technical characteristics machines that make them part of global Internet network.
The secure software framework allows systems to function in different application domain. Providing reliable services is complicated by the fact that different parts of the network are provided by different entities.
